Nathaniel Muhs

NathanielMuhs@gmail.com | Linkedin: Nathaniel Muhs | Website: NateMuhs.github.io | GitHub: NateMuhs
Education
West Virginia University | Morgantown, WV Expected Graduation: May 2027
Bachelor of Science in Electrical Engineering (ABET-accredited)
GPA (Spring 2026): 3.6

Skills
Programming: VHDL, C, Python, MATLAB, Assembly
Digital Design: Digital Logic, Finite State Machines, ALU Design, Testbench Development, Waveform Analysis

Hardware Security: Side-Channel Analysis, Electromagnetic Analysis, Timing Analysis, Vulnerability Assessment
Tools: Intel Quartus, Riscure, LTspice, Logisim Evolution, Git, SolidWorks, AutoCAD, AutoCAD Electrical

Experience
Electrical Engineering Intern, Bechtel Plant Machinery Inc — Pittsburgh, PA May 2026 — August 2026
e Executed multiple updates to US Navy technical manuals, applying engineering knowledge and historical
documentation to ensure full verbatim compliance.

e Reviewed SolidWorks, AutoCAD, and AutoCAD Electrical drawings to appropriately define procurement strategy.
e Designed testing methodologies and data tables for side-channel analysis tools to assess generic processor cards.
Cyber-Resilience Fellow, West Virginia University — Morgantown, WV October 2025 — Present
e Assess organizational security practices against NIST CSF and CIS Controls to identify cybersecurity gaps and
recommend improvements.
e Coordinate with partners, students, and faculty to define project scope, and ensure successful completion.
e Present security assessments and recommendations to project stakeholders, strengthening professional
communication and client-management skills.
Hardware Security Research Assistant, West Virginia University — Morgantown, WV August 2023 — December 2023
e Formulated experiments to evaluating the security posture of foreign Central Processing Units (CPUs)
Utilization of Riscure side channel analysis tools, to carry out electromagnetic and timing attacks
Engaged in weekly debriefing meetings to contribute to discourse of the progress of research endeavors
Created detailed documentation of security findings, vulnerabilities, and recommended course of action

Projects

2-Bit Dual-Input ALU with a 4-Function Operation Set name.com/projectdemo
e Designed a 2-bit ALU from the ground up using truth tables and Logisim Evolution.
e (ollaborated with team to develop and test the ALU while maintaining consistent design and verification workflows
e Implemented the only ALU on a single board using two select lines to control the four-function operation set.
NASA Lunar Autonomy Challenge github.com/WVU-AIClub/LunarAutonmyChallenge
e (ollaborated with AIWVU to develop autonomous control methodologies for a virtually simulated rover, placing
5th nationally in competition
e Led implementation of the rover’s image-segmentation model to identify the size and location of lunar rocks
Designed a Computer Processing Unit in VHDL NateMubhs.github.io/CPU in VHDL
e Designed a computer processing unit (CPU) in VHDL to store operate on and display an 8 by 32-bit number
e Utilized Finites state machine, Block Diagrams, and Waveform analysis to visualize and build the CPU
e Implemented an Arithmetic Logic Unit (ALU) to perform addition, subtraction, bitwise OR, and bitwise AND

Clubs / Extracurricular Involvement
e Vice President of Artificial Intelligence WVU Fall 2023 - Present
e Member of Institute of Electrical and Electronics Engineers, WVU chapter (IEEE) Fall 2023 - Present
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